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Using the Workbench Active Directory Synchronization Utility

How to synchronise your databases with Active Directory Account Information 

Overview

This guide details how to use the Active Directory Synchronization utility, along with Active Directory Synchronization Configuration dialog and Active Directory Linker, to create and update personnel in Workbench either manually or as a Scheduled Task. 

Active Directory Synchronization can be used against an empty database (most straight forward method), previously populated database or against multiple empty / populated databases. In a populated database if there are users in Workbench that correspond to Active Directory accounts then there will be one or two extra processes to be completed before running Active Directory Synchronization. The first of these processes will be to ensure that corresponding users in Workbench and Active Directory have exactly the same login which could be either done manually or using the Login Updater utility for Workbench. This is required to run the Active Directory Linker which trawls through Workbench to process all current logins (can only be run on a per database level), looking for corresponding logins in Active Directory. If one is found, then the login in Workbench will be assigned the Active Directory SID number.

Once these two processes have been completed then Active Directory Synchronization can be run. These two processes are necessary to ensure that multiple users are not created with the same information (Active Directory Synchronization will then update those users which have a corresponding SID in Active Directory and newly created users will have SID’s automatically assigned to them) 

Directions

Active Directory Synchronization must be run on a server that is running Workbench. It also requires that the Workbench service is running on your server and should be run from an account that has Domain Administrator rights (this ensures that all domain users will be checked / created). To synchronize Workbench personnel with Active Directory please follow these steps (note that first two steps are for populated databases and for empty database start at step 3):

1. Manually change all Workbench logins to exactly match corresponding Active Directory logins. 

Or 

If Active Directory logins are in the form of forename.surname use the Login Updater Utility. This will allow change to all or individually selected Workbench logins to the form forename.surname.

This may also be useful even if not converting to this format because it displays the Domain users in the left hand scroll box and Workbench users in the right hand scroll box.

2. Ensure that ActiveDirectorySynchronization.exe, ActiveDirectorySynchronizationConfiguration.exe and ActiveDirectoryLinker.exe are present in the Server Executable in the Atlas Server folder. Then run ActiveDirectoryLinker.exe to assign Workbench users their corresponding AD SID’s if applicable. 

When the Active Directory Linker is run select the required database along with it’s admin’s password. By default the Linker will compare Windows logins to Workbench logins however there is also the option to check ‘Compare Workbench login against Common Name (cn) field’, if for example the logins are in the form of e.g. john smith.

[image: image18.jpg]‘s jdeagen





[image: image2.png]Active Directory Linker

Database Selection
Flease select the database that you wish t rk to Active Directoy

Database | -
“adiin” password

Linker Opions

Compare Login Against [ userPrincipalName E

Cose |





Select ‘Next’, the ‘Search Domains’ page by default contains the domain to which the Server is connected. Extra domains may be added to the search by entering them in the form of e.g servername/dc=domainName,dc=co,dc=uk and these will be searched in the order they are listed in. The LDAP:// prefix is added by default and the Linker can only be run if there is at least one domain listed.
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Check ADLink.log to confirm where SID’s have been assigned. If no link has been made to a user it will be displayed as ‘No matching Active Directory user’. This would be a good time to check to see if any mistakes have been made, rectify them and re-run ActiveDirectoryLinker to ensure all SID’s are correctly assigned.

3. Before running ActiveDirectorySynchronization.exe a configuration file is required, this can be generated by using ActiveDirectorySynchronizationConfiguration.exe
Database Selection Tab
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This requires entering the target database(s). Any number of databases can be selected here and the application will populate each database concurrently (nb all aliases chosen for the same configuration file will ALL share the same settings). You can quickly add all available databases by selecting << ALL DATABASES >>. 

Login Format & Password Tab
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Choose the format of the logins for the created / updated, either Windows (will use the AD login directly) or Workbench (sets logins to forename.surname) and also whether to ‘Force Update of Format’.

Selecting ‘Force Update of Format’ will force any existing users logins to convert to that format (nb – changes in Active Directory account information will also result in the login being updated i.e. Forename, Surname or Login)

There is also the option to select ‘Use Common Name (CN) as Login’ (which is disabled when Workbench format is selected) which will create logins based on the ‘Display Name’ eg ‘john smith’ this overrides the use of the ‘Windows’ login

The ‘Default Password’ field allows the setting of a Workbench password for newly created users.

Mail Settings Tab
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The ‘Mail Settings’ section is exactly as found in Workbench allowing selection of Internal Messaging, SMTP Mail or Microsoft Mail, along with whether to receive external mail or to send mail with or without attachments.

If selecting SMTP Mail then the user will be created / updated with the login in the Mail settings set as the Windows / Workbench login (will have to change manually if this is incorrect).

If selecting Microsoft Mail then when creating / updating the application will force the user to user to use the wfs ‘Use windows login profile for sending Microsoft mail messages’.

Lotus cc:Mail and Lotus Notes Mail are also available for selection, these will also be populated with the Windows / Workbench login (this will need editing manually if incorrect)

Active Directory Groups Tab
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The ‘Active Directory Groups’ section allows you to specify only the groups from which you wish to create / update users from, if this is left blank then all the domain users will be created / updated. 
The groups should be entered in the Distinguished Name format e.g

cn=Group,ou=organisational unit,dc=domain name,dc=co,dc=uk

If searching for users and groups from different domains then the Server on which the domain is present should be specified aswell e.g.

servername:cn=Group,ou=organisational unit,dc=domain name,dc=co,dc=uk

Groups that have already been added to the list can be edited by double clicking with the mouse on the group you wish to edit. The group can then be edited, and re-added to the list.


Testing Configurations

When all required information has been entered into a configuration, you can test it, by using the Test Current Configuration option in the menu. This will launch the Active Directory Synchronization utility in a test mode where no changes are applied to the actual Workbench database. This lets you spot any potential issues with the configuration before running in a real environment. Note that the utility will use the Windows credentials of the current user when testing a configuration so it is important that the user has domain administrator privileges for the test to be accurate.
4. Active Directory Synchronization can either be run from a shortcut on the desktop or by using Scheduled Tasks in the Control Panel.

i) Create a shortcut from the ActiveDirectorySynchronization.exe in the Atlas Server folder.
In the shortcut properties add at the end of the target 

/config=”Config File.ini”   (a confirmation report will be displayed on completion, as well as the html report in the log folder)

or 

/config=”Config File.ini” /silent    (no confirmation report will be displayed although a html report can be found in the log folder)

i.e. your target will be something like 

"C:\Program Files\IdeaGen\WBPro\Atlas Server\Server Executable\ActiveDirectorySynchronization.exe" /config=”Config File.ini” /silent

[image: image9.png]Torget location: Server Executable:

o

[deagen\WBPro\itlas Server\Server Bxecutable’]

Run [Nomal window v

e [ ]

[ Oo e oo | (G| [ Aovareet |





ii) From Task Scheduler Create a Basic Task.
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Select the Trigger (frequency of the task).
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Browse to the location of the ActiveDirectorySynchronization.exe file.
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On Server 2008 R2 and above, remember to enter the folder the EXE file is located in into the ‘Start in’ field. In the ‘Add arguments (optional) field enter your INI file name and switch (if required).
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Click Finish.
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5. After running the application check the reports, either the application dialog or the html report. This will display who was and wasn’t updated, if users were created and not created and will record any errors etc.

NB. It would also be recommended that if running multiple scheduled tasks that these are not run at the same time.
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